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•   Lock all valuable documents in a secure place.
•   Shred unwanted documents and anything containing 
     your personal or banking details.(e.g. old utility bills,
     credit card receipts etc) 
•   Inform all service providers promptly when moving
     address
•   Protect mail left in communal areas of residential 
     properties
•   Set up a mail forwarding arrangement with An Post/
     the Post Office.
•   Never give you PIN number to anyone.
     Check your credit report with a credit reference 
     service.

Often times it is the early detection or notification of
fraud that will assist or prevent further fraud.
•   Regularly check your bank and credit card statements
     and bank transactions for evidence of fraudulent
     activity. Chase up any statements not delivered when 
     expected. 
•   Report any suspicious or fraudulent activity to your
     bank immediately.
•   Don’t throw out old statements and/or receipts with
     your household rubbish. Dispose of it carefully, i.e.
     shred or burn it.



Once there, it can 
steal a user's information or corrupt the user's system 
files and may transmit it to a third party.
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When selling high-value goods and services over the
internet be wary of cheques/drafts received for a sum 
in excess of the agreed amount. Fraudsters may claim 
that this extra money is to pay a handling agent or 
to cover shipping costs. Do not transfer funds from your 
own account in order to refund the ‘surplus’ money. 
Do not release high-value cash or goods until you are 
quite certain that the cheque or draft received by you 
has been paid. Bring such cheques or drafts to the 
attention of your bank before lodging. Report any 
fraudulent activity to your local Garda/Police station.

The advance fee fraud occurs where people are 
persuaded to advance sums of money in the hope of 
gaining a much larger sum. Recent variations have seen 
claims by alleged members of staff of a bank who seek 
assistance to steal substantial sums of monies from 
dormant accounts. The information contained in the 
email is totally bogus; the sender is attempting to 
defraud the recipient. Do not respond to these emails. 
Avoid and report phishing emails and websites (e.g.
support.google.com or satety.yahoo.com etc) to 
An Garda Síochána/Police.



Security Tips for your smartphone and tablet

Security Tips for your smartphone and tablet:
•  Lock – set your smartphone and tablet to automatically 
     lock. A password protects your device so that no-one 
     else can use or view your information. Store your 
     device in a secure location.
•  Contact your bank if you lose your smartphone or 
     tablet – Call your bank immediately to report the loss 
     and provide your new mobile number especially if 
     your bank uses an SMS message to authenticate 
     transactions.
•  Clear your mobile device of text messages from banks 
     especially before sharing, discarding or selling your 
     device.
•  Be careful what you send via text – never use text 
     messages to disclose any personal information, such 
     as account numbers or passwords which could be used 
     to steal your identity.
•  Use only o�cial apps – make sure to only use apps 
     supplied by your �nancial institution and only down-
     load them from o�cial app stores. Install apps from 
     reputable app stores. 
•  Protect your tablet and smartphone – install and 
     keep up-to-date anti-virus and �rewall software 
     purchased from trusted suppliers. It is important to 
     update the software regularly to ensure that you are
     protected against new viruses.
•  Protect your passwords – ensure you keep con�dential 
     your PIN and Internet banking logons and passwords. 
     Avoid using the same login passwords for multiple 
     websites, especially when it enables access to websites 
     that include sensitive personal information. Set a pass 
     code for your device and a PIN for your SIM. If your 
     banking app allows login with a PIN, make sure it is 
     di�erent to the one used to unlock your mobile device. 
     Make sure your password or code is something that's 
     hard for others to guess but easy for you to remember.
•  Read privacy policies – before you provide personal 
     information to any website, understand how your 
     information will be used and how long it will be 
     retained.
•  Be wary of free downloads, programs, software or 
     screensavers – sometimes malware and spyware can 



     be hidden in �les o�ered free-of-charge.
•  Beware hoax e-mails – be alert to o�ers that are 
     ‘too good to be true’ or are designed to elicit an 
     emotional response and triggers the thought of 
     sending money. Always question messages that 
     come out of the blue and verify the authenticity 
     through trusted channels. Do not respond using 
     information or links provided in the original message. 
     No bank will ever send customers an e-mail with a 
     link to online banking or ask for con�dential 
     information, so treat with suspicion any unsolicited 
     e-mail that appears to be from your bank.
•  Never reply to unsolicited texts - simply delete them. 
•  Check your bank account statements – contact your 
     bank immediately if you �nd any unusual or 
     suspicious transactions. Your bank will then take 
     action to protect your account. Bank sta� may call 
     you before your statement has arrived to advise you 
     of unusual activity on your account.
•  Don't store your banking PINs or passwords in your 
     smartphone or tablet – this makes your account 
     vulnerable if the device is lost or stolen.
•  Regularly clear your browser's cache – some mobile 
     devices store copies of web pages that may contain 
     your banking information.
•  Always log out of Internet banking sessions once 
     you've �nished.
•  Be aware – when using Internet banking in busy, 
     public areas, check for people looking over your 
     shoulder.
•  Wi-Fi - don't conduct internet banking using unsecured 
    public Wi-Fi networks or hotspots. Use a 3G or 4G data 
    connection instead. 

Device Security - Do not jailbreak your device and do not
use jailbroken or rooted devices for internet banking. 
jailbroken or rooted device is any electronic device not 
designed or authorised by phone manufacturers and 
network operators. Jail breaking your own device can 
signi�cantly weaken its security. 
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Overseas companies (usually unauthorised) make 
unsolicited contact and offer to sell shares which are
about to ‘go through the roof’, or they may invite you to
invest further monies to capitalise on ‘inside’ information.

Always remember:
•    Check if the company is authorised (by a financial 
      regulator) to deal in such investments.
•    Get independent advice froma qualified financial
      advisor before investing.
•    Report any unsolicited approaches to An Garda
      Síocháná/Police.
•    Reject cold calls. If you have been cold called about an
      investment opportunity, it is very likely that it is a high  
      risk investment or a scam.
•    Do not respond to high pressure tactics.
•    When investing with a regulated firm, always make
      your cheque payable to the named financial 
      institutions

Elderly customers can be particular at risk from bogus
traders/callers who set out to gain their confidence before
taking financial advantage of them.

Typically these people call door-to-door and offer to carry
out works such as replacing roof tiles, mending guttering,
decorating or they ‘convince’ the victim that repairs are
necessary. Some of these people carry out a little work
and charge exorbitant amounts of money for their 
services.
In many cases the work is unnecessary. On completing
the work in a very short time, they then demand
substantial payment often using threatening and
intimidating tactics. In some instances, they offer to drive
the victim to the bank to withdraw the cash.

Always remember:
•    You should never leave strangers, even bona fide
      workers, unsupervised in your home.
•    Never engage a person who insists on cash payments
      for services offered. Most reputable traders will not    

      ask for money up front. Always use a method of 
      payment which is traceable.
•    Never sign a blank form for any reason - it could 
      cost you dearly.

Always remember:
•    Control who has access to your cheque books.
•    Do not sign cheques in advance.
•    Ensure all issued cheques and unused cheque
      numbers are accounted for. Review regularly to
      ensure no cheques are missing.
•    Cross all cheques “a/c payee only”

Money Mules are people recruited by criminals to help
transfer fraudulently obtained money from bank
accounts. Fraudsters contact prospective victims with
“job vacancy” adverts on the Internet, on job search 
websites or in newspapers. These jobs are usually 
advertised as ‘Financial Manager’ or ‘Payments Clerk’
withno other requirement than having a bank account.
The mule accepts the “job” and in so doing becomes
involved in criminal activity. Once recruited a Money
Mule receives stolen funds into their account, followed
by a request to forward the funds, minus their
commission, usually overseas, using a money/wire
transfer service.

Always remember:
•    Thoroughly research any work-from-home offer
      and do not get involved unless you are sure the
      business is legitimate.
•    If a job sounds too good to be true, then it probably
      is.

Another scam currently being carried out by various 
groups of international fraudseters involves victims 
being contacted by email in which they are advised that 

they have won the lottery. No ticket purchase was 
necessary - according to the scammers. The victim is 
encouraged to pay a fee before the ‘winning’ lottery 
cheque is handed over. This scheme is a fraud and you 
should not become involved or communicate with them 
in any way as these winnings do not exit.



Overseas companies (usually unauthorised) make 
unsolicited contact and offer to sell shares which are
about to ‘go through the roof’, or they may invite you to
invest further monies to capitalise on ‘inside’ information.

Always remember:
•    Check if the company is authorised (by a financial 
      regulator) to deal in such investments.
•    Get independent advice froma qualified financial
      advisor before investing.
•    Report any unsolicited approaches to An Garda
      Síocháná/Police.
•    Reject cold calls. If you have been cold called about an
      investment opportunity, it is very likely that it is a high  
      risk investment or a scam.
•    Do not respond to high pressure tactics.
•    When investing with a regulated firm, always make
      your cheque payable to the named financial 
      institutions

Elderly customers can be particular at risk from bogus
traders/callers who set out to gain their confidence before
taking financial advantage of them.

Typically these people call door-to-door and offer to carry
out works such as replacing roof tiles, mending guttering,
decorating or they ‘convince’ the victim that repairs are
necessary. Some of these people carry out a little work
and charge exorbitant amounts of money for their 
services.
In many cases the work is unnecessary. On completing
the work in a very short time, they then demand
substantial payment often using threatening and
intimidating tactics. In some instances, they offer to drive
the victim to the bank to withdraw the cash.

Always remember:
•    You should never leave strangers, even bona fide
      workers, unsupervised in your home.
•    Never engage a person who insists on cash payments
      for services offered. Most reputable traders will not    

Investment fraud (Boiler room fraud)

Fraud against the elderly

      ask for money up front. Always use a method of 
      payment which is traceable.
•    Never sign a blank form for any reason - it could 
      cost you dearly.

Always remember:
•    Control who has access to your cheque books.
•    Do not sign cheques in advance.
•    Ensure all issued cheques and unused cheque
      numbers are accounted for. Review regularly to
      ensure no cheques are missing.
•    Cross all cheques “a/c payee only”

Money Mules are people recruited by criminals to help
transfer fraudulently obtained money from bank
accounts. Fraudsters contact prospective victims with
“job vacancy” adverts on the Internet, on job search 
websites or in newspapers. These jobs are usually 
advertised as ‘Financial Manager’ or ‘Payments Clerk’
withno other requirement than having a bank account.
The mule accepts the “job” and in so doing becomes
involved in criminal activity. Once recruited a Money
Mule receives stolen funds into their account, followed
by a request to forward the funds, minus their
commission, usually overseas, using a money/wire
transfer service.

Always remember:
•    Thoroughly research any work-from-home offer
      and do not get involved unless you are sure the
      business is legitimate.
•    If a job sounds too good to be true, then it probably
      is.

Another scam currently being carried out by various 
groups of international fraudseters involves victims 
being contacted by email in which they are advised that 

they have won the lottery. No ticket purchase was 
necessary - according to the scammers. The victim is 
encouraged to pay a fee before the ‘winning’ lottery 
cheque is handed over. This scheme is a fraud and you 
should not become involved or communicate with them 
in any way as these winnings do not exit.



Sp
o

t Frau
d

sters
11

Overseas companies (usually unauthorised) make 
unsolicited contact and offer to sell shares which are
about to ‘go through the roof’, or they may invite you to
invest further monies to capitalise on ‘inside’ information.

Always remember:
•    Check if the company is authorised (by a financial 
      regulator) to deal in such investments.
•    Get independent advice froma qualified financial
      advisor before investing.
•    Report any unsolicited approaches to An Garda
      Síocháná/Police.
•    Reject cold calls. If you have been cold called about an
      investment opportunity, it is very likely that it is a high  
      risk investment or a scam.
•    Do not respond to high pressure tactics.
•    When investing with a regulated firm, always make
      your cheque payable to the named financial 
      institutions

Elderly customers can be particular at risk from bogus
traders/callers who set out to gain their confidence before
taking financial advantage of them.

Typically these people call door-to-door and offer to carry
out works such as replacing roof tiles, mending guttering,
decorating or they ‘convince’ the victim that repairs are
necessary. Some of these people carry out a little work
and charge exorbitant amounts of money for their 
services.
In many cases the work is unnecessary. On completing
the work in a very short time, they then demand
substantial payment often using threatening and
intimidating tactics. In some instances, they offer to drive
the victim to the bank to withdraw the cash.

Always remember:
•    You should never leave strangers, even bona fide
      workers, unsupervised in your home.
•    Never engage a person who insists on cash payments
      for services offered. Most reputable traders will not    

      ask for money up front. Always use a method of 
      payment which is traceable.
•    Never sign a blank form for any reason - it could 
      cost you dearly.

Always remember:
•    Control who has access to your cheque books.
•    Do not sign cheques in advance.
•    Ensure all issued cheques and unused cheque
      numbers are accounted for. Review regularly to
      ensure no cheques are missing.
•    Cross all cheques “a/c payee only”

Money Mules are people recruited by criminals to help
transfer fraudulently obtained money from bank
accounts. Fraudsters contact prospective victims with
“job vacancy” adverts on the Internet, on job search 
websites or in newspapers. These jobs are usually 
advertised as ‘Financial Manager’ or ‘Payments Clerk’
withno other requirement than having a bank account.
The mule accepts the “job” and in so doing becomes
involved in criminal activity. Once recruited a Money
Mule receives stolen funds into their account, followed
by a request to forward the funds, minus their
commission, usually overseas, using a money/wire
transfer service.

Always remember:
•    Thoroughly research any work-from-home offer
      and do not get involved unless you are sure the
      business is legitimate.
•    If a job sounds too good to be true, then it probably
      is.

Another scam currently being carried out by various 
groups of international fraudseters involves victims 
being contacted by email in which they are advised that 

they have won the lottery. No ticket purchase was 
necessary - according to the scammers. The victim is 
encouraged to pay a fee before the ‘winning’ lottery 
cheque is handed over. This scheme is a fraud and you 
should not become involved or communicate with them 
in any way as these winnings do not exit.Cheques and drafts fraud

Money Mules (Job Vacancies)

Lottery fraud



Overseas companies (usually unauthorised) make 
unsolicited contact and offer to sell shares which are
about to ‘go through the roof’, or they may invite you to
invest further monies to capitalise on ‘inside’ information.

Always remember:
•    Check if the company is authorised (by a financial 
      regulator) to deal in such investments.
•    Get independent advice froma qualified financial
      advisor before investing.
•    Report any unsolicited approaches to An Garda
      Síocháná/Police.
•    Reject cold calls. If you have been cold called about an
      investment opportunity, it is very likely that it is a high  
      risk investment or a scam.
•    Do not respond to high pressure tactics.
•    When investing with a regulated firm, always make
      your cheque payable to the named financial 
      institutions

Elderly customers can be particular at risk from bogus
traders/callers who set out to gain their confidence before
taking financial advantage of them.

Typically these people call door-to-door and offer to carry
out works such as replacing roof tiles, mending guttering,
decorating or they ‘convince’ the victim that repairs are
necessary. Some of these people carry out a little work
and charge exorbitant amounts of money for their 
services.
In many cases the work is unnecessary. On completing
the work in a very short time, they then demand
substantial payment often using threatening and
intimidating tactics. In some instances, they offer to drive
the victim to the bank to withdraw the cash.

Always remember:
•    You should never leave strangers, even bona fide
      workers, unsupervised in your home.
•    Never engage a person who insists on cash payments
      for services offered. Most reputable traders will not    

      ask for money up front. Always use a method of 
      payment which is traceable.
•    Never sign a blank form for any reason - it could 
      cost you dearly.

Always remember:
•    Control who has access to your cheque books.
•    Do not sign cheques in advance.
•    Ensure all issued cheques and unused cheque
      numbers are accounted for. Review regularly to
      ensure no cheques are missing.
•    Cross all cheques “a/c payee only”

Money Mules are people recruited by criminals to help
transfer fraudulently obtained money from bank
accounts. Fraudsters contact prospective victims with
“job vacancy” adverts on the Internet, on job search 
websites or in newspapers. These jobs are usually 
advertised as ‘Financial Manager’ or ‘Payments Clerk’
withno other requirement than having a bank account.
The mule accepts the “job” and in so doing becomes
involved in criminal activity. Once recruited a Money
Mule receives stolen funds into their account, followed
by a request to forward the funds, minus their
commission, usually overseas, using a money/wire
transfer service.

Always remember:
•    Thoroughly research any work-from-home offer
      and do not get involved unless you are sure the
      business is legitimate.
•    If a job sounds too good to be true, then it probably
      is.

Another scam currently being carried out by various 
groups of international fraudseters involves victims 
being contacted by email in which they are advised that 

they have won the lottery. No ticket purchase was 
necessary - according to the scammers. The victim is 
encouraged to pay a fee before the ‘winning’ lottery 
cheque is handed over. This scheme is a fraud and you 
should not become involved or communicate with them 
in any way as these winnings do not exit.

Lottery fraud - cont’d
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www.banko�reland.co.uk
www.danskebank.ie
www.danskebank.co.uk
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www.ulsterbank.ie
www.ulsterbank.co.uk

  

www.makeitsecure.ie
www.cyberaware.gov.uk
www.bp�.ie/news/fraud-alerts/
www.take�ve-stopfraud.org.uk
www.�nancialfraudaction.org.uk

www.fsa.gov.uk
www.getsafeonline.org
www.centralbank.ie
www.actionfraud.police.uk
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